LIET(A),B.E.(CSE) AICTE Model Curriculum with effect from Academic Year 2024-25

ANNEXURE-II

LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY
(An Autonomous Institution)

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SCHEME OF INSTRUCTIONS & EXAMINATION [LR-21]
(W.e.f Academic Year 2024-25)

B.E. VII-Semester

Scheme of Scheme of
Instructions Examination 0
C 58 =,| 5

ourse . 58 £ o

S. No. Code Category Course Title g 2 § 3 g
LI T|PD|SE |CIE| SEE[sT| O

g g

Theory Course
1 U21CS701 PCC Distributed Systems 3| - - 3 40 60 3 3
2 U21CS702 PCC Data Mining 3| - - 3 40 60 3 3
PEC Professional Elective — 111 3 - - 3 40 60 3 3
4 PEC Professional Elective — IV 3 - - 3 40 60 3 3
5 OEC [Open Elective-11I 3 - - 3 40 60 3 3
Practical/ Laboratory Course
6 U21CS7L1 PCC | Distributed Systems Lab -1 - 3 3 25 | 50 3 15
7 U21CS7L2 PCC Data Mining Lab - - 3 3 25 50 3 1.5
Project

8 U21CS7P1 PROJ | Mini Project -] - 6 6 50 50 - 3
Total 1510 | 12 27 300 | 450 - 21

L: Lecture (Hrs/Wk/Sem) T: Tutorial (Hrs/Wk/Sem)  P: Practical D: Drawing (Hrs/Wk/Sem)

CIE: Continuous Internal Evaluation SEE: Semester End Examination
OEC: Open Elective Course PCC: Program Core Courses
PEC: Professional Elective Course CS: Computer Science

PROJ: Project

Note:
1. Each contact hour is a Clock Hour.
2. The duration of the practical class is three hours, however it can be extended wherever necessary,
to enable the student to complete the experiment.
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LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY

(An Autonomous Institution)

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SCHEME OF INSTRUCTIONS & EXAMINATION [LR-21]

(W.e.f Academic Year 2024-25)
B.E. VIII-Semester

Scheme of Scheme of
Instructions Examination .
. =
=< | Maximum | € =
[«}] (7]
s.No,| Course Category Course Title g2 Marks s s O
Code £3 25|
L| T |pp| 35 gT| O
3 [cIE | SEE| 3
T @]
Theory Course
1 U21Cs801 PCC |Big Data and Analytics 3 - - 3 40 60 3 3
2 PEC Professional Elective-V 3 - - 3 40 60
3 OEC |Open Elective-1V 3 - - 3 40 60
Project
4 U21CS8P2 PROJ | Major Project - -1 16 16 50 [ 150 -- 8
5 U21CS8P1 PROJ [ Technical Seminar-2 - - 4 4 100 -- -- 2
Total 9 (0] 20 29 270 | 330 -- 19

L: Lecture (Hrs/Wk/Sem)  T: Tutorial (Hrs/Wk/Sem)  P: Practical D: Drawing (Hrs/Wk/Sem)

CIE: Continuous Internal Evaluation
PCC: Program Core Courses

SEE: Semester End Examination
PEC: Professional Elective Course

OEC: Open Elective Course PROJ: Project
CS: Computer Science

Note:
1.

Each contact hour is a Clock Hour.
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AICTE Model Curriculum with effect from Academic Year 2022-23

(An Autonomous Institution)
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SCHEME OF INSTRUCTIONS & EXAMINATIONS
(w.e.f Academic Year 2022-23)
PROFESSIONAL ELECTIVE COURSES

LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY

Scheme of Scheme of
Instructions Examination o
« Maximum | < =
Course . @ Marks c 2| o
S. No. Category Course Title 2 S 3| w
Code L| T |rp |83 |CIE| SEE 5F| &
£ 3 g
OxI
Theory Course
U21CS504 Software Testing Methodologies | 3 | - - 3 40 60 3 3
U21CS505 PEC.I Advanced Computer Architecture | 3 | - - 3 40 | 60 3 3
1 [ u21Cs506 " |Basics of Data Science 3| - - 3 40 | 60 3 3
U21CS507 Fundamentals of Cryptography 3| - | - 3 40 | 60 3 3
U21CS603 Software Project Management 3| - - 3 40 60 3 3
) U21C5604 PEC.1| [Web and Internet Technologies 3| - - 3 40 | 60 3 3
U21CS605 AArtificial Intelligence 3| - - 3 40 60 3 3
U21CS606 Mobile Computing 3 - | - 3 40 | 60 3 3
U21CS703 Secure Software Design and 3| - . 3 40 60 3 3
Enterprise Computing
U21CS704 i i i 3| - - 3 40 60 3 3
3 pEC.|I) [Service Oriented Architecture
U21CS705 Machine Learning 3| - - 3 40 60 3 3
U21CS706 Block Chain Technologies 3| - - 3 40 60 3 3
U21CS707 Semantic web 3| - - 3 | 40| 60| 3 3
U21CS708 Web Services 3| - | - 3 | 4| 60| 3 3
4 PEC-IV -
U21CS709 Deep Learning 3 -] - 3 40 | 60 3 3
U21CSs710 Digital Forensics 3| - - 3 40 60 3 3
U21Cs802 IAgile Methodologies 3| - - 3 40 60 3 3
U21CS803 Fundam_entals of Computer 3| - i 3 40 60 3 3
5 PEC-V [Interaction
U21Cs804 Natural Language Processing 3| - - 3 40 60 3 3
U21CS805 Cloud Computing 3| - - 3 40 60 3 3




LIET(A),B.E.(CSE) AICTE Model Curriculum with effect from Academic Year 2023-24

LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY
(An Autonomous Institution)
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SCHEME OF INSTRUCTIONS & EXAMINATIONS
(w.e.f Academic Year 2023-24)

PROFESSIONAL ELECTIVES - IV THREADS

S. No. PE-I PE-I11 PE-I111 PE-IV PE-V
Software | Secure Software Agile
Software Testing Proiect Design and Semantic web | Methodologies
1 Methodologies ojec Enterprise
Management .
Computing
Advanced Web and Service Oriented Fundamentals
Computer Internet : Web Services of Computer
2 . . Architecture :
Architecture Technologies Interaction
Basics of Artificial Natural
3 Data . Machine Learning| Deep Learning Language
- Intelligence .
Science Processing
4 Fundamentals of Mobile Block Chain Digital Forensics Cloud
Cryptography Computing Technologies Computing
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LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY
(An Autonomous Institution)

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SCHEME OF INSTRUCTIONS & EXAMINATION [LR21]
(W.e.f Academic Year 2023-24)

OPEN ELECTIVE COURSES OFFERED

S. No. Cé):gze Category Course Title
U21EE508 Non-Conventional Energy Systems
U21EE509 Energy Conservation and Management
U21CS508 Fundamentals of Data Base Management Systems*
U211T506 Data Structures*
U21MES509 Basics of Mechanical Engineering
U21MES10 | ogc 1 [Modern Manufacturing Processes

1 U21CE509 Disaster Preparedness and Management

U21CE510 Green Building Technologies
U21EC507 Principles of Communication Theory
U21EC508 Basic Electronics
U21MB501 Managerial Communication
U21MB503 Managerial Science and Theory

S. No. Course Category Course Title

Code
U21EE608 Fundamental of Power Electronics
U21EE609 Electrical Installation and Safety
U21Cs607 Introduction to Programming in JAVA*
U211T606 Operating Systems™
U21MEG608 Basics Of 3-D Printing
U21ME609 | Qgc 2 [Optimization Methods for Engineers
2 U21CE608 Construction Materials

U21CE609 Road Safety Engineering
U21EC607 Principles of Data Communication and Network
U21EC608 Embedded Systems
U21MB602 Total Quality Management
U21MB603 Innovation Management




S. No. Ccc:)éjgze Category Course Title
U21EE711 Introduction to Electrical Vehicles
U21EE712 SD;::grrT]]sestimation and Costing of Electrical
U21CSs711 Basics of Data Science*

U21IT705 Basics of Artificial Intelligence*
U21MET711 Renewable Energy Resources

3 U21ME712 | OEC3 [Cooling of Electronic Components
U21CE711 Environmental Systems
U21CE712 Urban Transportation System
U21EC703 10T and its protocols
U21EC704 Television and Video Engineering
U21MB702 Logistics Management
U21MB703 [Management of Start Up’s

S. No. Course Category Course Title

Code
U21EES804 Smart Building Systems
U21EES805 Industrial Automation
U21CS806 Basics of Machine Learning*
U211T802 Cloud computing™
U21ME806 Hybrid Vehicle Technology
U21MEB807 Power Plant Engineering
4 U21CE806 OEC4 Green Building Technology
U21CE807 Environmental Impact Assessment
U21EC805 Fundamentals of Wireless Communication
U21EC806 Fundamental Digital Design using Verilog HDL
U21MB802 Entrepreneurship
U21MB803 E — Marketing

Note:

*Open Elective subjects are not offered to the students of CSE and Allied departments.
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LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY
(An Autonomous Institution)
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

SCHEME OF INSTRUCTIONS & EXAMINATION [LR-21]
(W.e.f Academic Year 2024-25)

B.E. VII-Semester

Scheme of Scheme of 2

c Instructions Examination a

ourse . - S o

S. No. Category Course Title k3] Maximum [ - S
Code L T |po| & % é Marks R ScT S
S8 CIE | SEE
Theory Course
1 U21CS701 PCC Distributed Systems | 3 - - 3 40 60 3 3
2 U21CS702 PCC Data Mining 3 - - 3 40 60 3 3
3 PEC kPIr:)Ifessmnal Elective | 5 ) i 3 0 | 60 3 3
4 PEC %Plr{))‘essmnal Elective | 5 ) i 3 0 | 60 3 3
5 OEC Open Elective-l1II 3 - - 3 40 60 3 3
Practical/ Laboratory Course
6 | vzicsria| pec | phwbdedSysems| o g | g | 25| 50 | 3 |15
7 U21CS7L2 PCC Data Mining Lab - - 3 3 25 50 3 1.5
Project
8 U21CS7P1 PROJ | Mini Project - - 6 6 50 50 - 3
Total 1510 12 27 300 | 450 - 21
*: Bridge Course Only for Lateral Entry admitted Students.
L: Lecture (Hrs/Wk/Sem)  T: Tutorial (Hrs/Wk/Sem)  P: Practical D: Drawing (Hrs/Wk/Sem)

CIE: Continuous Internal Evaluation

PCC: Program Core Course

PROJ: Project
CM: CSE-AIML

Note:

CS: Computer Science

1. Each contact hour is a Clock Hour.
2. The duration of the practical class is three hours, however it can be extended wherever necessary,

to enable the student to complete the experiment.

SEE: Semester End Examination
ME: Mechanical Engineering.
ESC: Engineering Science Course
EC: Electronics Communication
EN: English
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Course Course Title Core/Elective
Code
U21CS701 DISTRIBUTED SYSTEMS Core
Contact Hours per Week
Prerequisite CIE SEE Credits
T D P
3 ) ) ) 40 60 3

Course Objectives:
The objectives of this course are

> w e

5.

Course Outcomes:
On Successful completion of this course, student will be able to

To acquire an understanding of the issues in distributed systems.

To learn about Naming and synchronization with different algorithms.

To study architectures and working of Distributed file systems, Distributed web-based system
To expose the students to distributed transaction management, security issues and replication.
To introduce Emerging trends in distributed computing

1. List the principles of distributed systems and describe the problems and challenges associated with these
principles

2. To know about interposes communication and remote communication.

3. Understand Distributed Computing technigues, Synchronous and Processes.

4. Understand Distributed File Systems Apply Distributed web-based system. Understand the importance of
security in distributed systems

5. Student will be able to know distributed service-oriented architecture.

6. Toknow about emerging trends in distributed computing.

UNIT -1

Introduction: Characteristics & Properties of Distributes Systems — Taxonomy — Types of Distributed Systems
Design goals — Transparency Issues.

Architectures: Architectural Styles, System Architectures, Architectures versus Middleware, and Self- Management
in Distributed Systems.

Processes: Threads, Virtualization, Software Agents, Clients, Servers, and Code Migration. Communication: Inter
process communication Mechanisms, Remote Procedure Call, Remote Method Invocation, Message-Oriented
Communication, Stream- Oriented Communication, andMulticast Communication.

UNIT — 11

Naming: Names, Identifiers and Addresses, Flat Naming, Structured Naming and Attribute-Based Naming.
Synchronization: Clock Synchronization, Logical Clocks, Mutual Exclusion, Global Positioning of Nodes, and
Election Algorithms.

Consistency and Replication: Introduction, Data-Centric Consistency Models, Client-Centric Consistency Models,
Replica Management, and Consistency Protocols

UNIT-11I

Fault Tolerance:  Introduction to Fault Tolerance, Process Resilience, Reliable Client-Server
Communication, Reliable Group Communication, Distributed Commit, and Recovery.

Distributed Object-Based Systems: CORBA, DCOM, GLOBE -Architecture, Processes, Communication, Naming,
Synchronization, Consistency and Replication,

Fault Tolerance, andSecurity

UNIT-1V

Distributed File Systems: File system, DFS- definition, Characteristics, Goals, SUN NFS-NFS Architecture, NFS
Implementation, Protocols, The CODA file system-Design Overview, An Example, Design Rational, Implementation,
The GOOGLE file system-Definition, Architectures, GFS Architecture

Distributed Web-Based Systems: Traditional Web-Based Systems, Web Services Fundamentals, The Apache Web
Server, Web Server Clusters, Communication, HTTP Fundamentals, Simple Object Access Protocol SOAP, Web
Proxy Caching, Replication for Web Hosting Systems-CDN'S, Service-Oriented Architectures, REST and Web
Services




UNIT -V
Distributed Coordination-Based Systems -- Architecture, Naming and Security

Emerging Trends in Distributed Systems - Emerging Trends Introduction, Grid Computing, Cloud Computing and
its roots in distributed systems mechanisms and self-management of distributed systems, Virtualization, Service
Oriented Architecture, The Future of Emerging Trends. Map-Reduce: Example, Scaling, Programming Model,
Apache Hadoop, Amazon Elastic Map Reduce, Mapreduce.net, Pig and Hive.

Suggested Readings:

“Distributed Systems” Andrew S. Tanenbaum and Maarten Van Steen, PHI 2@ Edition, 2009.

“Distributed Computing”, Sunita Mahajan and Seema Shah, Oxford University

“Guide to Cloud Computing” R. Hill, L. Hirsch, P. Lake, S. Moshiri, Principles andPractici, Springer, 2013.
“Cloud Computing-Principles and Paradigms” R. Buyya, J. Borberg, A. Goscinski, Wiley, 2013.
“Distributed Operating Systems” by P. K. Sinha, PHI

SR N
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Course Code Course Title Core/Elective
U21CS702 DATA MINING Core
. Hours Per Week ]
Prerequisite CIE SEE Credits
L T D P
DBMS 3 - - - 40 60 3

Course Objectives:
Develop ability to

1. To introduce the basic concepts of data Mining and its applications

2. To understand different data mining like classification, clustering and FrequentPattern mining
3. To introduce current trends in data mining

4. To understand, pre-process and analyze the basic concepts of Data Attributes

5. To explore the various data mining techniques (Association Analysis, Classification,Clustering) adapted on

data as per the requirement

Course Outcomes:

At the end of the course, student would be able to

1.  Organize and prepare the data needed for data mining using preprocessing techniques

2. Implement the appropriate data mining methods like classification, clustering orFrequent Pattern mining on

a given data set
3. Define and apply metrics to measure the performance of various data miningalgorithms

4. Understanding the importance of data mining application and using the mostappropriate approach or trend

for the realistic strategy.
5. Able to know data mining methodologies and trends

UNIT-I

Introduction: What is Data Mining? The process of knowledge discovery in databases, predictive and
descriptive data mining techniques, supervised and unsupervised learning techniques. Major issues in Data
Mining. Getting to know your data: Data objects and attributed types. Basic statistical descriptions of data. Data
visualization, Measuring data similarity and dissimilarity.

UNIT-1

MINING FREQUENT PATTERNS, ASSOCIATIONS AND CORRELATIONS: Basic concepts and
methods, Frequent Item set Mining Methods, Sequential Pattern Mining concepts and Pattern evaluation
methods.

UNIT-HI

CLASSIFICATION: Basic concepts, Decision tree, Decision rules, Bayes classification methods, Advance
methods, Bayesian Belief Network, K-Nearest Neighbour (KNN) classifier, Classification by back propagation,
Support vector machine..

UNIT-IV

CLUSTER ANALYSIS: Concepts and Methods: Type of data in Cluster Analysis, Partitioning Methods,
Hierarchical Methods, Density-Based Methods, Grid-based methods, Evaluation of clustering.

UNIT-V

DATA MINING TRENDS AND RESEARCH FRONTIERS: Mining Complex DataTypes, Other
Methodologies of Data Mining, Data Mining Applications, Data Mining and Society, Data Mining trends

Suggested Readings:




1.“Data Mining: Concepts & Techniques” Jiawei Han, Micheline Kamber, Jin Pei, 3 Edition., Morgon
Koffman,2011,

2.“Data Mining”, Vikram Pudi, P. Radha Krishna, Oxford University Press, 18Edition,2009

3. “Introductionto Data Mining” Pang-Ning Tan, Michael Steinbach, A Karpatne, and Vipin Kumar, 2" Ed.,
Pearson  Education, 2018.

4.“Data Mining and Analysis: Fundamental Concepts and Algorithms”, J Zaki Mohammed and Wagner Meira,
Cambridge University Press.

LIET(A), B.E.(CSE) AICTE Model Curriculum with effect from Academic Year 2024-25




Course . )
Code Course Title Core/Elective
SECURE SOFTWARE DESIGN AND ENTERPRISE
U21CS703 COMPUTING PEC-III
Hours Per Week
o CIE SEE Credits
Prerequisite L T D o)
3 40 60 3

Course Objectives:
Develop ability to
1. Differentiate between various software vulnerabilities.
2. Software process vulnerabilities for an organization
3. Monitor resources consumption in a software.
4. Interrelate security and software development process.
5. Explain SQL Injections
Course Outcomes:
At the end of the course, student would be able to
1. Compare different types of software vulnerabilities.
2. Understand the concepts of enterprise software application.
3. Demonstrate the administer network services
4. Analyze troubleshooting of a network running multiple services
5. Explain the concepts of defending web and mobile applications against attackers. .

UNIT-I
Secure Software Design: Identify software vulnerabilities and perform software security analysis, Master security
programming practices, Master fundamental software security design concepts, Perform security testing and quality
assurance.

UNIT-11

Enterprise Application Development: Describe the nature and scope of enterprise software applications, Design
distributed N-tier software application, Research technologies available for the presentation, business and data tiers
of an enterprise software application, Design and build a database using an enterprise database system, Develop
components at the different tiers in an enterprise system, Design and develop a multi-tier solution to a problem using
technologies used in enterprise system, Present software solution.

UNIT-11I

Enterprise Systems Administration: Design, implement and maintain a directory-based server infrastructure in a
heterogeneous systems environment, monitor server resource utilization for system reliability and availability, Install
and administer network services (DNS/DHCP/Terminal Services/Clustering/Web/Email).

UNIT-IV
Troubleshooting: Obtain the ability to manage and troubleshoot a network running multiple services, Understand
the requirements of an enterprise network and how to go about managing them.

UNIT-V
SQL INJECTIONS: Handle insecure exceptions and command/SQL injection, defend web and mobile applications
against attackers, software containing minimum vulnerabilities and flaws.

Suggested Readings:

1. “Secure Software Design” Theodor Richardson, Charles N Thies, Jones & Bartlett Learning, 2013.
2. “Enterprise Software Security”, Kenneth R. van Wyk, Mark G. Graff, Dan S. Peters, Diana L. Burley,

Addison Wesley, 2015.
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Course . )
Code Course Title Core/Elective
U21CS704 SERVICE ORIENTED ARCHTECTURE PEC-111
Hours Per Week _
Prerequisite [ | T D P CIE SEE Credits
3 40 60 3

Course Objectives:
Develop ability to
1. To Understand Web Services and implementation model for SOA
2. To Understand the SOA, its Principles and Benefits
3. To Understand XML concepts
4. To Understand paradigms needed for testing Web Services
Course Outcomes:
At the end of the course, student would be able to
To explore different Test Strategies for SOA-based applications
To implement functional testing, compliance testing and load testing of Web Services
To Identify bug-finding ideas in testing Web Services
To implement Universal Description, Discovery, and Integration (UDDI)
To analyze SOA and web services security considerations

abrwbdE

UNIT - |

Evolution and Emergence of Web Services — Evolution of distributed computing. Core distributed computing
technologies — client/server, CORBA, JAVA RMI, Micro Soft DCOM, MOM, Challenges in Distributed
Computing, role of J2EE and XML in distributed computing, emergence of Web Services and Service Oriented
Architecture (SOA). Introduction to Web Services — The definition of web services, basic operational model of web
services, tools and technologies enabling web services, benefits and challenges of using web services.

UNIT — 11

Web Service Architecture — Web services Architecture and its characteristics, core building blocks of web
services, standards and technologies available for implementing web services, web services communication, basic
steps of implementing web services. Describing Web Services — WSDL introduction, nonfunctional service
description, WSDL1.1 Vs WSDL 2.0, WSDL document, WSDL elements, WSDL binding, WSDL tools, WSDL
port type, limitations of WSDL.

UNIT — 111

Brief Over View of XML — XML Document structure, XML namespaces, Defining structure in XML documents,
Reuse of XML schemes, Document navigation and transformation. SOAP: Simple Object Access Protocol, Inter-
application communication and wire protocols, SOAP as a messaging protocol, Structure of a SOAP message,
SOAP envelope, Encoding, Service Oriented Architectures, SOA revisited, Service roles in a SOA, Reliable
messaging, The enterprise Service Bus, SOA Development Lifecycle, SOAP HTTP binding, SOAP communication
model, Error handling in SOAP.

UNIT - IV

Registering and Discovering Services: The role of service registries, Service discovery, Universal Description,
Discovery, and Integration, UDDI Architecture, UDDI Data Model, Interfaces, UDDI Implementation, UDDI with
WSDL, UDDI specification, Service Addressing and Notification, Referencing and addressing Web Services, Web
Services Notification.

UNIT -V

SOA and web services security considerations, Network-level security mechanisms, Application-level security
topologies, XML security standards, Semantics and Web Services, the semantic interoperability problem, the role of
metadata, Service metadata, Overview of .NET and J2EE, SOA and Web Service Management, Managing
Distributed System, Enterprise management Framework, Standard distributed management frameworks, Web
service management, Richer schema languages, WS-Metadata Exchange.

Suggested readings:

“Web Services & SOA Principles and Technology, Second Edition, Michael P. Papazoglou.
“Developing Java Web Services”, R. Nagappan, R. Skoczylas, R.P. Sriganesh, Wiley India.
“Developing Enterprise Web Services”, S. Chatterjee, J. Webber, Pearson Education
“XML, Web Services, and the Data Revolution”, F.P.Coyle, Pearson Education.
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Course Course Title Core
Code /Elective
U21CS705 MACHINE LEARNING PEC-I1II
Hours Per Week CIE SEE Credits
Pre- L T D P
requisite
3 - - - 40 60 3

Course Objectives:

Develop ability to
1. This course explains machine learning techniques such as decision tree learning, Bayesianlearning etc.
2. Tounderstand computational learning theory.
3. Tostudy the pattern comparison techniques.

Course Outcomes:
At the end of the course, student would be able to

1. Understand the concepts of computational intelligence like machine learning
2. Ability to get the skill to apply machine learning techniques to address the real time problemsin different areas
3. Understand the Neural Networks and its usage in machine learning application.
4. ldentify different genetic algorithms and apply learning set of rules
5. Apply Inductive and Analytical Learning to initialize the hypothesis
UNIT- |

Introduction - Well-posed learning problems, designing a learning system, Perspectives and issues in machine
learning. Concept learning and the general to specific ordering — introduction, a concept learning task, concept
learning as search, find-S: finding a maximally specific hypothesis, version spaces and the candidate elimination
algorithm, remarks on version spaces and candidate elimination, inductive bias.

Decision Tree Learning — Introduction, decision tree representation, appropriate problems for decisiontree learning,
the basic decision tree learning algorithm, hypothesis space search in decision tree learning, inductive bias in
decision tree learning, issues in decision tree learning.

UNIT- 1

Artificial Neural Networks-1- Introduction, neural network representation, appropriate problems for neural
network learning, perceptions, multilayer networks and the back-propagation algorithm.

Artificial Neural Networks-2- Remarks on the Back-Propagation algorithm, An illustrative example: face
recognition, advanced topics in artificial neural networks.

Evaluation Hypotheses — Motivation, estimation hypothesis accuracy, basics of sampling theory, a general
approach for deriving confidence intervals, difference in error of two hypotheses, comparing learning algorithms

UNIT-11I

Bayesian learning — Introduction, Bayes theorem, Bayes theorem and concept learning, Maximum Likelihood and
least squared error hypotheses, maximum likelihood hypotheses for predicting probabilities, minimum description
length principle, Bayes optimal classifier, Gibs algorithm, Naive Bayes classifier, an example: learning to classify
text, Bayesian belief networks, the EM algorithm.

Computational learning theory — Introduction, probably learning an approximately correct hypothesis, sample
complexity for finite hypothesis space, sample complexity for infinite hypothesis spaces, the mistake bound model
of learning.

Instance-Based Learning- Introduction, k-nearest neighbour algorithm, locally weighted regression, radial basis
functions, case-based reasoning, remarks on lazy and eager learning.

UNIT-IV
Genetic Algorithms — Motivation, Genetic algorithms, an illustrative example, hypothesis space search, genetic
programming, models of evolution and learning, parallelizing genetic algorithms.

Learning Sets of Rules — Introduction, sequential covering algorithms, learning rule sets: summary, learning First-
Order rules, learning sets of First-Order rules: FOIL, Induction as inverted deduction, inverting resolution.
Reinforcement Learning — Introduction, the learning task, Q-learning, non-deterministic, rewards and actions,
temporal difference learning, generalizing from examples, relationship to dynamic programming.




UNIT- V

Analytical Learning-1- Introduction, learning with perfect domain theories: PROLOG-EBG, remarks on
explanation-based learning, explanation-based learning of search control knowledge.

Analytical Learning-2-Using prior knowledge to alter the search objective, using prior knowledge toaugment
search operators.

Combining Inductive and Analytical Learning — Motivation, inductive-analytical approaches to learning,
using prior knowledge to initialize the hypothesis.

Suggested Readings:

1. “Machine Learning” — Tom M. Mitchell, - MGH
2. “Machine Learning: An Algorithmic Perspective”, Stephen Marshland, Taylor & Francis.




LIET(A), B.E.(CSE) AICTE Model Curriculum with effect from Academic Year 2024-25

Course . )
Code Course Title Core/Elective
U21CS706 BLOCKCHAIN TECHNOLOGIES PEC-I1II
Hours Per Week
Pre- CIE SEE Credits
requisite L T D P
3 - - ) 40 60 3

Course Objectives:
Develop ability to
1. Understand how block chain systems (mainly Bitcoin and Ethereum) work,
2. Tosecurely interact with them,
3. Design, build, and deploy smart contracts and distributed applications,
4. Integrate ideas from block chain technology into their own projects
Course Outcomes:
At the end of the course, student would be able to
1. Explain design principles of Bitcoin and Ethereum.
2. Explain Nakamoto consensus.
3. Explain the Simplified Payment Verification protocol.
4.  List and describe differences between proof-of-work and proof-of-stake consensus.
5. Interact with a block chain system by sending and reading transactions.

Unit -1

Basics: Distributed Database, Two General Problem, Byzantine General problem and Fault Tolerance, Hadoop
Distributed File System, Distributed Hash Table, ASIC resistance, Turing Complete.

Cryptography: Hash function, Digital Signature - ECDSA, Memory Hard Algorithm, Zero Knowledge Proof.

Unit-11

Blockchain: Introduction, Advantage over conventional distributed database, Block chain Network, Mining
Mechanism, Distributed Consensus, Merkle Patricia Tree, Gas Limit, Transactions and Fee, Anonymity, Reward,
Chain Policy, Life of Block chain application, Soft & Hard Fork, Private and Public block chain.

Unit-111
Distributed Consensus: Nakamoto consensus, Proof of Work, Proof of Stake, Proof of Burn, Difficulty Level,
Sybil Attack, Energy utilization and alternate.

Unit-1V
Cryptocurrency: History, Distributed Ledger, Bitcoin protocols - Mining strategy and rewards, Ethereum -
Construction, DAO, Smart Contract, GHOST, Vulnerability, Attacks, Sidechain, Name coin

Unit-V

Cryptocurrency Regulation: Stakeholders, Roots of Bit coin, Legal Aspects Cryptocurrency Exchange, Black
Market and Global Economy.

Applications: Internet of Things, Medical Record Management System, Domain Name Service and future of Block
chain.

Case study: Naive Blockchain construction, Memory Hard algorithm — Hash cash implementation, Direct Acyclic
Graph, Play with Go-Ethereum, Smart Contract Construction, Toy application using Blockchain, Mining puzzles




Suggested reading:

1. “Bitcoin and Cryptocurrency Technologies: A Comprehensive

Introduction” Arvind Narayanan, Joseph Bonneau, Edward Felten, Andrew Miller and Steven

Gold feder, Princeton University Press, 2016.

2. “Bitcoin: A Peer-to-Peer Electronic Cash System” Satoshi Nakamoto

3. “ETHEREUM: A Secure Decentralized Transaction” DR. Gavin Wood, Ledger, Yellow paper.2014.

4. A survey of attacks on Ethereum smart contracts Nicola Atzei, Massimo Bartoletti, and Tiziana Cimoli,
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Course Code Course Title Core
U21CS7L1 DISTRIBUTED SYSTEM LABS Core
. Hours Per Week CIE | SEE| Credits
Prerequisite T D
- - 25 50 15

Course Objectives

1. Toimplement client and server programs using sockets

2. To learn about working of NFS
3. Understanding Remote Communication and Inter process Communication

4. To use Map, reduce model for distributed processing

5. Todevelop mobile applications

Course Outcomes

After completing this course, the student will be able to

1. Write programs that communicate data between two hosts Configure NFS

a s~ owd

To implement inter process communication and remote communication
Use distributed data processing frameworks and mobile application tool Kits
Write program to implement date service using RPC.
Develop an application using three -tier architectures

List of Experiments to be performed:

1. Implementation FTP Client

. Implementation of Name Server
. Implementation of Chat Server

. Understanding of working of NFS (Includes exercises on Configuration of NFS)

. Write a program to implement hello world service using RPC or Write a program to implement
date service using RPC.

g b~ N

6. Implement a word count application which counts the number of occurrences of each word a large

collection of documents Using Map Reduce model.
7. Develop an application using 3 -tier architectures.

Suggested readings:

1. “Distributed System”, Andrew S. Tanenbaum and Marten van Steen, PHI 2" edition,2009.
2. “Distributed Computing”, Sunita Mahajan and Seema Shah, Oxford University
3. “Distributed operating Systems by P.K. Sinha, PHI
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Course Code Course Title Core/Elective
U21CS7L2 DATA MINING LAB -
Hours Per Week _
isi e Ter TR CIE SEE Credits
Prerequisite L T D P
DBMS - - - 3 25 50 1.5

Course Objectives:
Develop ability to:

Course Outcomes:

At the end of the course, the student would be able to:

1. Apply preprocessing statistical methods for any given raw data.
2. Gain practical experience of constructing a data warehouse.

4. from large amounts of data.
5. Apply OLAP operations on data cube construction

1. The course is intended to obtain hands-on experience using data mining software.
2. Intended to provide practical exposure of the concepts in data mining algorithms.

3. Implement various algorithms for data mining in order to discover interesting patterns

LIST OF EXPERIMENTS:
Experiments using Weka & Pentaho Tools
1. Data Processing Techniques:
(i) Data cleaning
(ii) Data transformation — Normalization
(iii) Data integration
2. Partitioning - Horizontal, Vertical, Round Robin, Hash based
3. Data Warehouse schemas — star, snowflake, fact constellation
4. Data cube construction — OLAP operations
5. Data Extraction, Transformations & Loading operations
6. Implementation of Attribute oriented induction algorithm
7. Implementation of apriori algorithm
8. Implementation of FP — Growth algorithm
9. Implementation of Decision Tree Induction
10. Calculating Information gain measures
11. Classification of data using Bayesian approach
12. Classification of data using K — nearest neighbor approach
13. Implementation of K — means algorithm
14. Implementation of BIRCH algorithm
15. Implementation of PAM algorithm
16. Implementation of DBSCAN algorithm

Suggested readings:

1. Data Mining — Concepts and Techniques - JIAWEI HAN &MICHELINE KAMBER, Elsevier.
2. Data Warehousing, Data Mining & OLAP- Alex Berson and Stephen J. Smith- Tata Mc Graw Hill Edition,

Tenth reprint 2007.

3. Pang-Ning Tan, Michael Steinbach, Vipin Kumar, Anuj Karpatne, Introduction to

a. Data Mining, Pearson Education.
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Core/
Course Code Course Title Elective

PEC-IV
U21CS707 SEMANTIC WEB

Prerequisite Contact Hours Per Week Credits
CIE SEE

L T D P
- - 40 60 3

3

Course Objectives:
1. To learn Web Intelligence.
2. To learn Knowledge Representation for the Semantic Web.
3. To learn Ontology Engineering.
4. To learn Semantic Web Applications, Services and Technology.
Course Outcomes:
On completion of this course, students are able to:
Understand the characteristics of Semantic Web.
Apply SOAP and UDDI to web services.
Handle multiple web services using Orchestration.
Create documents using XML.
Construct and use Ontologies.

abrwnE

UNIT -1
Introduction: Introduction to Semantic Web, the Business Case for the Semantic Web, XML and Its Impact on the
Enterprise.

UNIT - 11
Web Services: Uses, Basics of Web Services, SOAP, UDDI, Orchestrating Web Services, Securing Web Services,
Grid Enabled and Semantic Web of Web Services.

UNIT - I

Resource Description Framework: Features, Capturing Knowledge with RDF.

XML Technologies: XPath, The Style Sheet Family: XSL, XSLT, and XSL FO, XQuery, XLink, XPointer,
XlInclude, XMLBase, XHTML, XForms, SVG.

UNIT - IV

Taxonomies and Ontologies: Overview of Taxonomies, Defining the Ontology Spectrum, Topic Maps, Overview of
Ontologies, Syntax, Structure, Semantics, and Pragmatics, Expressing Ontologies Logically, Knowledge
Representation.

UNIT -V

Semantic Web Application: Semantic Web Services, e-Learning, Semantic Bioinformatics, Enterprise Application
Integration, Knowledge Base. Semantic Search Technology: Search

Engines, Semantic Search, Semantic Search Technology, Web Search Agents, Semantic Methods, Latent Semantic
IndexSearch, TAP, Swoogle.

Suggested Readings:

1. “Thinking on the Web” - Berners Lee, Godel and Turing, Wiley Interscience.

2. “The Semantic Web: A Guide to the Future of XML, Web Services, and Knowledge Management”, tyMichael C.
Daconta, Leo J. Obrst, Kevin T. Smith, Wiley Publishing, Inc.

3.  “Semantic Web Technologies, Trends and Research in Ontology Based Systems”, J.Davies, R.Studer,
P.Warren, John Wiley & Sons.

4. “Semantic Web and Semantic Web Services” - Liyang Lu Chapman and Hall/CRC Publishers, (Taylor &
Francis Group)
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Course code Course Title Core/Elective
U21CS708 WEB SERVICES PEC-IV
Pre-requisites Contact Hours Per Week .
L T Dl p CIE SEE Credits
3 - i 40 60 3

Course Objectives:
1. To Understand Web Services and implementation model for SOA
2. To Understand the SOA, its Principles and Benefits
3. To Understand XML concepts
4. To Understand paradigms needed for testing Web Services
5. To explore different Test Strategies for SOA-based applications
Course Outcomes:
At the end of the Course, Student would be:
1. Understand the principles of SOA
2. Efficiently use market leading environment tools to create and consume web services
3. Identify and select the appropriate framework components in creation of webservice solution
4. Apply OOP principles to creation of webservice solutions.
5. Implement Universal Description, Discovery, and Integration Architecture,

UNIT 1

Evolution and Emergence of Web Services — Evolution of distributed computing. Core distributed computing
technologies — client/server, CORBA, JAVA RMI, Micro Soft DCOM, MOM, Challenges in Distributed
Computing, Introduction to Web Services — The definition of web services, basic operational model of web services,
tools and technologies enabling web services, benefits and challenges of using web services.

UNIT-1I

Web Service Architecture — Web services Architecture and its characteristics, core building blocks of web
services, standards and technologies available for implementing web services, web services communication, basic
steps of implementing web services.

UNIT-11I

Brief Over View of XML — XML Document structure, XML namespaces, Defining structure in XML documents,
Reuse of XML schemes, Document navigation and transformation. SOAP: Simple Object Access Protocol, Inter-
application communication and wire protocols, SOAP as a messaging protocol, Structure of a SOAP message,
SOAP envelope, Encoding, Service Oriented Architectures, SOA revisited, Service roles in a SOA, Reliable
messaging.

UNIT-1V
Describing Web Services — WSDL introduction, nonfunctional service description, WSDL1.1 Vs WSDL 2.0,
WSDL document, WSDL elements, WSDL binding, WSDL tools, WSDL port type, limitations of WSDL.

UNIT-V
Registering and Discovering Services: The role of service registries, Service discovery, Universal Description,
Discovery, and Integration, UDDI Architecture, UDDI Data Model, Interfaces, UDDI Implementation




Suggested Readings:

1.” Web Services & SOA Principles and Technology”, Second Edition, Michael P. Papazoglou.
2. “Developing Java Web Services”, R. Nagappan, R. Skoczylas, R.P. Sriganesh,

Wiley India.

3. “Developing Enterprise Web Services”, S. Chatterjee, J. Webber, Pearson

Education

4. “XML, Web Services, and the Data Revolution”, F.P.Coyle, Pearson Education.

5. “Building web Services with Java”, 2nd Edition, S. Graham and others, Pearson

Education.
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Course Code Course Title Core/Elective
U21CS7P1 Mini Project Core
o Contact Hours per Week )
Prerequisite CIE SEE Credits
L T D P
- - - 6 50 50 3

Course Objectives:

The objectives of this course are:

1. To enhance practical and professional skills.

2. To familiarize tools and techniques of systematic literature survey and documentation.
3. To expose the students to industry practices and teamwork.

4. To encourage students to work with innovative and entrepreneurial ideas.

Course Outcomes:

At the end of the course, the students will be able to:

1. Demonstrate the ability to synthesize and apply the knowledge and skills acquired in the academic program to the real-
world problems.

2. Evaluate different solutions based on economic and technical feasibility.

3. Effectively plan a project and confidently perform all aspects of project management.
4. Develop and test the solution.

5. Demonstrate effective coding, written, presentation and oral communication skills

CASE STUDY

The students are required to carry out mini projects in any of the areas such as Data Structures, Microprocessors and
Interfacing, Database Management Systems, Operating Systems, Design and Analysis of Algorithms, Software
Engineering, Data Communications, Web Programming& Services, Computer Networks, Compiler Construction,
and Object-Oriented System Development.

Problems Statements are suggested to be taken from Smart India Hackathon (SIH) Portal invited from the Ministries
/ PSUs / MNCs / NGOs to be worked out through.

The project could be classified as hardware, software, modeling, simulation etc. The project should involve one or
many elements of techniques such as analysis, design, and synthesis.

The department will appoint a project coordinator who will coordinate the following:

1. Grouping of students (maximum of 3 students in a group)

2. Allotment of projects and project guides.

3. All projects allotment is to be completed by the 4th week of the semester so that the students get sufficient time
for completion of the project.

4. Disseminate guidelines given by monitoring committee comprising of senior faculty members to the students and
their guides.

Sessional marks are to be awarded by the monitoring committee. Common norms will be established for the final
presentation and documentation of the project report by the respective departments. Students are required to submit
a presentation and report on the mini project at the end of the semester.
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LORDS INSTITUTE OF ENGINEERING AND TECHNOLOGY
(An Autonomous Institution)

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SCHEME OF INSTRUCTIONS & EXAMINATION
(W.e.f Academic Year 2024-25)

B.E. VIII-Semester

1.Each contact hour is a Clock Hour.
2.The duration of the practical class is three hours, however it can be extended wherever necessary, to

enable the student to complete the experiment.

Scheme of Scheme of
Instructions Examination ﬁ
- 2 Maximum| § 2| A
S. No. Course Code |Category Course Title 3D Marks | € 3| ¥
E > ~ « T @)
o O el > -
L T|PDPIGYCIE|SEE|Q =
Theory Course
1 U21Cs801 PCC |Big Data and Analytics 3 -- -- 3 40 60 3 3
2 PEC Professional Elective-V 3 -- -- 3 40 60 3 3
3 OEC |[Open Elective-1V 3 -- -- 3 40 60 3 3
Project
4 U21CS8P2 PROJ | Major Project -- -- 16 16 50 | 150 - 8
5 U21CS8P1 PROJ | Technical Seminar-2 -- -- 4 4 100 -- -- 2
Total 9 0 20 29 | 270 | 330 - 19
L: Lecture (Hrs/Wk/Sem) T: Tutorial (Hrs/Wk/Sem) P: Practical
CIE: Continuous Internal Evaluation SEE: Semester End Examination
BSC: Basic Science Course IT: Information Technology
HSMC: Humanities and Social Sciences including Management Course
PCC: Program Core Course CS: Computer Science
MA: Mathematics EN: English
Note:
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Course Code Course Title Core/ Elective
U21CSs801 BIG DATA AND ANALYTICS Core
Prerequisite Contact Hours Per Week Credits

CIE SEE
DBMS & L T D P
Data Mining 3 ) ) ) 40 60 3

Course Objectives
The objective of the course is to:
1. Understand big data fundamentals
2. Understand Learn hadoop ecosystem
3. Understand mapreduce and hbase fundamentals
4. Understand database concepts related to big data
5. Understand NoSQL fundamentals
Course Outcomes
After completing this course, the student will be able to:
1. Learn how to handle big data

2. Learn hadoop ecosystem

3. Learn mapreduce and hbase fundamentals
4. Learn database concepts related to big data
5. Learn NoSQL fundamentals.

UNIT -1

Getting an overview of Big Data: Introduction to Big Data, Structuring Big Data, Typesof Data, Elements of Big
Data, Big Data Analytics, Advantages of Big Data Analytics.

Introducing Technologies for Handling Big Data: Distributed and Parallel Computingfor Big Data, Cloud
Computing and Big Data, Features of Cloud Computing, Cloud Deployment Models, Cloud Services for Big Data,
Cloud Providers in Big Data Market.

UNIT-1I

Understanding Hadoop Ecosystem: Introducing Hadoop, HDFS and Map Reduce, Hadoop fun ctions, Hadoop
Ecosystem.

Hadoop Distributed File System- HDFS Architecture, Concept of Blocks in HDFS Architecture, Name nodes and
Data nodes, Features of HDFS. Map Reduce.

Introducing HBase- HBase Architecture, Regions, Storing Big Data with HBase, Combining HBase and HDFS,
Features of H Base, Hive, Pig and Pig Latin, Sqoop, Zoo Keeper, Flume, Oozie.

UNIT-11I

Understanding MapReduce Fundamentals and HBase: The Map Reduce Framework

, Exploring the features of Map Reduce, Working of Map Reduce, Techniques to optimize Map Reduce Jobs, H
hardware /Network Topology, Synchronization, File system, Uses of MapReduce, Role of HBase in Big Data
Processing-Characteristics of HBase.

Understanding Big Data Technology Foundations: Exploring the Big Data Stack, Data Sources Layer, Ingestion
Layer, Storage Layer, Physical Infrastructure Layer, Platform Management Layer, Security Layer, Monitoring
Layer, Visualization Layer.

UNIT- IV

Storing Data in Databases and Data Warehouses: RDBMS and Big Data, Issues withRelational Model, Non—
Relational Database, Issues with Non-Relational Data base, Polyglot Persistence, Integrating Big Data with
Traditional Data Warehouse, Big Data Analysis and Data Warehouse.




UNIT-V

NoSQL Data Management: Introduction to NoSQL, Characteristics of NoSQL, History of NoSQL, Types of
NoSQL Data Models-Key Value Data Model, Column Oriented Data Model, Document Data Model, Graph
Databases, Schema-Less Data bases, Materialized Views, CAP Theorem.

Suggested Reading:

. “BIGDATA, Black Book” TM, Dream Tech Press, 2016Edition.
. “BIG DATA and ANALYTICS” Seema Acharya, Subhasni Chellappan , - I, Wiley publications,2016
. “BIGDATA- Principles and Best Practices of Scalable Real-Time Systems” Nathan Marzand James Warren,

1
2
3
2010
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Course Code Course Title Core/ Elective
U21CS709 DEEP LEARNING PEC-IV
Prerequisite Contact Hours Per Week Credits

CIE SEE
Basics of python L T D P
3 - - - 40 60 3

Course Objectives:
The objectives of this course is to impart knowledge
1. Understand the concept of neural networks, convolutional neural networks, and recurrent neural networks.

2. Implement deep learning algorithms, and learn how to train deep networks

3. Gain in-depth knowledge of TensorFlow along with its functions, operations, and the
execution pipeline

4. Understanding the major Architectures of Neural Networks and getting into the
Convolutional neural Networks

5. Understand the applications of implementing deep learning such as image processing, natural language
processing, speech recognition, deep face - facial recognition System.

Course Outcomes:

At the end of the Course, Student would be:

To understand the fundamentals of deep learning.

To be able to understand deep learning algorithms and design neural network
To be able to train and implement a neural network.

To be able to have knowledge about convolutional neural networks.

To be able to apply neural networks in various fields.
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UNIT -1

What is deep learning? Artificial intelligence, Machine learning, and Deep learning - Artificial intelligence -
Machine learning — Learning representations from data - The “deep” in deep learning -Understanding how deep
learning works, in three figures -What deep learning has achieved so far- The promise of Al.

UNIT — 11

Getting started with neural networks - Anatomy of a neural network - Layers: the building blocks of deep
learning - Models: networks of layers - Loss functions and optimizers: keysto configuring the learning process The
Neural Network-Building Intelligent Machines, The Limits of Traditional Computer Programs, The Mechanics of
Machine Learning, The Neuron, Expressing Linear Perceptron’s as Neurons, Feed-Forward Neural Networks,
Linear Neurons and Their Limitations, Sigmoid, Tanh.

UNIT - I

Training Feed-Forward Neural Networks - The Fast-Food Problem - Gradient Descent - The Delta Rule and
Learning Rates - Gradient Descent with Sigmoidal Neurons — The Backpropagation Algorithm - Stochastic and
Minibatch Gradient Descent - Test Sets, Validation Sets, and Overfitting - Preventing Overfitting in Deep Neural

UNIT - IV

Convolutional Neural Networks -Neurons in Human Vision - The Shortcomings of Feature Selection - Vanilla
Deep Neural Networks Don’t Scale - Filters and Feature Maps — Full Description of the Convolutional Layer - Max
Pooling - Full Architectural Description of Convolution Networks - Closing the Loop on MNIST with
Convolutional Networks - Accelerating Training with Batch Normalization

UNIT -V
Deep Learning Applications - Large Scale Deep Learning - Computer Vision — Speech Recognition - Natural
Language Processing - Other Applications.




Suggested Readings:

1. “Fundamentals of Deep Learning: Designing Next-Generation Machine Intelligence Algorithms™ Nikhil Buduma
and Nicholas Locascio -— First Edition - O’Reilly, 2017

2. “Deep Learning with Python” Francois Chollet- -Second Edition,Manning Publications,

2017.

3. “Deep Learning: A Practitioner's Approach” Josh Patterson and Adam Gibson-— First Edition - O’Reilly, 2017.
4.” Deep Learning” lan Goodfellow, Yoshua Bengio, Aaron Courville -—— Second Edition- MIT Press, 2016
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Course Code Course Title Core/Elective
U21CS710 DIGITAL FORENSICS PEC-IV
o Contact Hours per Week
Prerequisite CIE SEE Credits
L T D P
DSA 3 - - - 40 60 3

Course Objectives:
The objectives of this course are:

1. To Understand the basic digital forensics and techniques.
2. Examination on different digital devices.
3. Tounderstand how to examine digital evidences such as identification Analysis as the data acquisition.

Course Outcomes:

/At the end of the Course, Student would be:
1. Apply forensics analysis tools to recover important evidence for identifying computer crime.

2. Be well-trained as next generation computer crime investigators.
3. Validate the data acquisition tools

4. Able to process crimes and incident scenes with digital hash

5. Able to handle forensics tools

UNIT 1

Computer forensics fundamentals, Benefits of forensics, computer crimes, computer forensics evidence and
courts, legal concerns and private issues.

UNIT II
Understanding Computing Investigations- Procedure for corporate High-Tech investigations, understanding data
recovery work station and software, conducting and investigations

UNIT HI

Data acquisition-Understanding storage formats and digital evidence, determining the best acquisition method,
acquisition tools, validating data acquisitions, performing RAID data acquisitions, remote network acquisition tools,
other forensics acquisition tools.

UNIT IV
Processing crimes and incident scenes, securing a computer incident or crime, seizing digital evidence at scene,
storing digital evidence, obtaining digital hash, reviewing case.

UNIT V

Current computer forensics tools-software, hardware tools, validating and testing forensic software, addressing
data-handling techniques, performing remote acquisitions, E-Mail investigations, investigating email crimes and
violations, understanding E-mail servers, specialized E-mail forensics tools.

Suggested readings:

1. “Computer Forensics: Incident response Essentials” Warren G. Kruse Il and Jay G. Heiser, Addison
Wesley, 2002
2. “Guide to computer Forensics and Investigation”, 2" ed., Thomson Course Technology, 2006.

3. “Computer Forensics, computer Crime Scene Investigations”, 2" Edition, Charles River Media, 2005
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Course Code Course Title Core/Elective
U21CS802 AGILE METHODOLOGIES PEC-V
Contact Hours per Week _
Prerequisite CIE SEE Credits
L T D P
SE 3 - - - 40 60 3

Course Objectives:
The objectives of this course is to impart knowledge
1. To provide students with a theoretical as well as practical understanding of agile software development
practices and how small teams can apply them to create high-quality software.
To provide a good understanding of software design and a set of softwaretechnologies and APIs.
To do a detailed examination and demonstration of Agile development and testingtechniques.
To understand the benefits and pitfalls of working in an Agile team.
To understand Agile development and testing.
Course Outcomes
At the end of the Course, Student would be:

1. Realize the importance of interacting with business stakeholders in determining the requirements for a
software system
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2. Perform iterative software development processes: how to plan them, how to executethem.
3. Point out the impact of social aspects on software development success.

4. Develop techniques and tools for improving team collaboration and software quality.

5. Perform Software process improvement as an ongoing task for development teams.
UNIT -1

Theories for Agile Management — Agile Software Development — Traditional Model vs. Agile Model -
Classification of Agile Methods — Agile Manifesto and Principles — Agile Project Management — Agile Team
Interactions — Ethics in Agile Teams - Agility in Design, Testing — Agile Documentations — Agile Drivers,
Capabilities and Values.

UNIT — 11
Lean Production - SCRUM, Crystal, Feature Driven Development- Adaptive Software Development - Extreme
Programming: Method Overview — Lifecycle — Work Products, Roles and Practices.

UNIT - I
Agile Information Systems — Agile Decision Making - Earl_S Schools of KM — Institutional Knowledge Evolution
Cycle — Development, Acquisition, Refinement, Distribution, Deployment, leveraging — KM in Software
Engineering — Managing Software Knowledge — Challenges of Migrating to Agile Methodologies — Agile
Knowledge Sharing — Role of Story-Cards — Story-Card Maturity Model (SMM).

UNIT - IV
Impact of Agile Processes in RE-Current Agile Practices — Variance — Overview of RE Using Agile — Managing
Unstable Requirements — Requirements Elicitation — Agile Requirements Abstraction Model — Requirements
Management in Agile Environment, Agile Requirements Prioritization — Agile Requirements Modeling and
Generation — Concurrency in Agile Requirements Generation.




UNIT -V

Agile Product Development — Agile Metrics — Feature Driven Development (FDD) — Financial and Production
Metrics in FDD — Agile Approach to Quality Assurance - Test Driven Development — Agile Approach in Global
Software Development.

Suggested Readings:

1. “Agile Management for Software Engineering: Applying the Theory of Constraints for Business Resultsl”
David J. Anderson and Eli Schragenheim, , Prentice Hall, 2003.

2.  “Agile Software Engineering, Series”: Hazza and Dubinsky, Undergraduate Topics in Computer Sciencel,
Springer, 2009.

3. “Agile and Iterative Development: A Manager Guide”, Craig Larman, Addison- Wesley, 2004.

4. “Agile Information Systems: Conceptualization, Construction, and Management” Kevin C. Desouza, ,
Butterworth-Heinemann, 2007.
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Course Code Course Title Core/Elective
U21CS803 FUNDAMENTALS OF COMPUTER PEC-V
INTERACTION
Contact Hours per Week
Prerequisite L T D P CIE SEE Credits
3 - - - 40 60 3

Course Objectives:
The objectives of this course are:

1. Learn the foundations of Human Computer Interaction
2. Be familiar with the design technologies for individuals and persons with disabilities
3. Be aware of mobile human computer interaction
4. Learn the guidelines for human interface
Course Outcomes:
At the end of the Course, Student would be:
Understand the structure of models and theories of Human Computer Interaction and Vision
Apply HCI software process to model prototype.
Able to apply cognitive models to solve Socio -Organizational issues
Identify mobile designing tools to solve issues in architecture
Design an interactive Web interface on the basis of model studied
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UNIT -1

Human: 1/0O Channels — Memory- Reasoning and Problem Solving; Interaction: Models —Frameworks —
Ergonomics- styles — elements — interactivity- paradigms Interactive Design Basics — process-scenarios-navigation-
screen design —iteration and prototyping

UNIT - 11
HCI in software process — usability engineering — prototyping in practice — design rationale Design rules —
principles, standards, guidelines, rules, Evaluation techniques- Universal design

UNIT — 11
Cognitive models — Socio-Organizational issues and stake holder requirements Communication and collaboration
models — Hypertext, Multimedia and WWW

UNIT - IV
Mobile Ecosystem: platforms, Application frameworks —Types of mobile applications: Widgets, applications,
Games - Mobile information architecture, Mobile 2.0, Mobile Design: elements of mobile design, tools,

UNIT -V
Design of Web interfaces — Drag and Drop, Direct selection, Contextual tools, Overlays, inlays and virtual pages,
process flow, case studies, Recent trends: Speech recognition and translation, multimodal system

Suggested Readings:

1. “Human Computer Interaction” Alan Dix, Janet Finlay, Gregory Abowd, Russel Beale, 3" Edition, Pearson
Education 2004

2. “Mobile Design and Development” Brain Fling First edition Orielly Media Inc. 2009

3. “Designing Web Interfaces”, Bill Scott and Theresa Neil, First edition, Orielly 2009.
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Course code Course Title Core/Elective
U21CS804 NATURAL LANGUAGE PROCESSING PEC-V
Pre-requisites I_Contact H_(I)_urs Per \IIDVeek 5 CIE SEE Credits
ALC 3 - - - 40 60 3

Course Objectives

1.  Teach students the leading trends and systems in natural language processing.

2. Make them understand the concepts of morphology, syntax and semantics of the language and that they
are able to give the appropriate examples that will illustrate the above-mentioned concepts.

3. Teach them to recognize the significance of pragmatics for natural language understanding.

4.  Enable students to be capable to describe the application based on natural language processing and to

show the points of syntactic and semantic processing.
Course Outcomes

1.  Totag agiven text with basic Language features
2. Todesign an innovative application using NLP components
3. Toimplement a rule-based system to tackle morphology/syntax of a language
4.  Todesign atag set to be used for statistical processing for real-time applications
5. To compare and contrast the use of different statistical approaches for different types of NLP
applications.
UNIT I

Introduction of NLP: Origins and challenges of NLP, Language Modelling: Grammar-based L] Statistical LM —
Regular Expressions, Automata, Morphology and Finite State Transducers, Tokenization, stemming, Text
Normalization and Edit Distance, Detecting and Correcting Spelling Errors and the Noisy Channel, Naive Bayes
Classification and sentiment.

UNIT II

Word Level Analysis: N-grams, Evaluating N-grams, Smoothing, Word Classes, Part-of-Speech Tagging, Rule-
based, Stochastic and Transformation-based tagging, Issues inPart of speech tagging — Entropy, Hidden Markov and
Maximum Entropy models, Named Entities

UNIT-II

Syntax Analysis: Context free rules and trees — The noun Phrase — Co-ordination Verb phrase — context free
grammars — Parsing with context free grammars, Syntactic Parsing, Statistical Parsing, Dependency Parsing,
Shallow parsing — Probabilistic CFG, Dependency Grammar, Semantic Analysis: Meaning Representation-Lexical
Semantics- Ambiguity-Word Sense Disambiguation.

UNIT_IV

Discourse Processing: Cohesion, Reference Resolution, Discourse Coherence and Structure.
Speech Fundamentals: Phonetics — Speech Sounds and Phonetic Transcription — Articulatory Phonetics — Acoustic
Phonetics and signals — Phonetic Resources.

UNIT-V

Speech Synthesis — text normalization — phonetic analysis — prosodic analysis — diphonewaveform synthesis — unit
selection waveform synthesis — evaluation.




Suggested reading:

“Speech and Language Processing: An Introduction to Natural Language Processing”, Daniel Jurafsky,
James H. Martin Computational Linguistics and Speech,Pearson Publication, 2014.

“Natural Language Processing with Python”, Steven Bird, Ewan Klein and Edward Loper, First Edition,
OReilly Media, 2009.

“Multilingual natural language Processing Applications: From Theory to practice” — Daniel M. Bikel and
Imed Zitouni, Pearson Publication.
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Course Code Course Title Core/Elective
U21CS805 CLOUD COMPUTING PEC-V
Contact Hours per Week )
Prerequisite CIE SEE Credits
L T D o]
oS 3 - - - 40 60 3

Course Objectives:

Course Outcomes
After completing this course, the student will be able to:

1. To understand the concept of cloud computing

2. To understand the various issues in cloud computing.

3. To familiarize themselves with the lead players in cloud.

4. To appreciate the emergence of the cloud as the next generation computing paradigm.

1. Define Cloud Computing and related concepts and describe the characteristics, advantages, risks and challenges
associated with cloud computing.

Explore virtualization technique

Explore characterize various cloud service models, cloud deployment models

Illustrate the use of various cloud services available online

Analyze deferent cloud services to solve the issues
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Unit - |
Introduction - Historical Development -System Models for Distributed and Cloud Computing; Cloud Computing
Architecture — The Cloud Reference Model — Cloud Characteristics

Cloud Deployment Models: Public, Private, Community, Hybrid Clouds, Challenges and Risks, Cloud Delivery
Models: laaS, PaaS, SaaS.

Unit - 11
Virtual Machines & Cloud Computing Mechanism: Levels of Virtualization, Virtualization Structures//Tools,
and Mechanisms,

Types of hardware virtualization: Full virtualization - partial virtualization - para virtualization Desktop
virtualization of CPU, Memory and 1/O Devices, Virtual Clusters and Resource Management, Cloud
Infrastructure Mechanism: Cloud Storage, Cloud Usage Monitor.

Unit — 11

State Management Database — Cloud Management Mechanism: Remote Administration System, Resource
Management System, SLA Management System, State Management Database — Cloud Management Mechanism:
Remote Administration System, Resource Management System, SLA Management System,

Unit- IV
Cloud Security and Trust Management, Data Security in the Cloud: An Introduction to the Idea of Data Security,

The Current State of Data Security in the Cloud, Crypt Db: Onion Encryption layers DET, RND, OPE, JOIN,
SEARCH, HOM, and Homomorphic Encryption.

Unit -V

Case Studies: Google App Engine (GAE) — GAE Architecture — Functional Modules of GAE — Amazon Web
Services (AWS) — GAE Applications — Cloud Software Environments — Eucalyptus — Open Nebula — Open Stack,
Migrating into a Cloud Introduction, Challenges while migrating to Cloud,




Broad approaches to migrating into the cloud why migrate -deciding on cloud migration, the Seven-step model of
migration into a cloud, Migration Risks and Mitigation

Suggested Reading:

1. “Cloud computing a practical approach” Anthony T. Velte, Toby J. Velte Robert Elsenpeter, - TATA
McGraw- Hill, New Delhi — 2010

2. “Cloud Computing, Concept, Technology and Architecturel”, Thomas Erl, ZaighamMahood, Ricardo
Puttini, Prentice Hall, 2013.

3. “Essentials of cloud Computing” K. Chandrasekhran: CRC press, 2014

4, "Cloud Computing: Implementation, Management, and Security ". John W. Rittinghouse, James F.
Ransome, CRC Press 2009

5. “Cloud computing a practical approach” Anthony T.Velte , Toby J. Velte Robert Elsenpeter - TATA

McGraw- Hill , New Delhi — 2010




LIET(A), B.E.(CSE) AICTE Model Curriculum with effect from Academic Year 2024-25

Course Code Course Title Core/Elective
U21CS8P2 Major Project Core
o Contact Hours per Week )
Prerequisite CIE SEE Credits
L T D P
- - - 16 50 150 8

Course Objectives:
The objectives of this course are:

1. Toenhance practical and professional skills

2. To familiarize tools and techniques of systematic Literature survey and documentation
3. To expose the students to industry practices and team work.

4. To encourage students to work with innovative and entrepreneurial ideas

Course Outcomes:

At the end of the course, the students will be able to:

1. Demonstrate the ability to synthesize and apply the knowledge and skills acquired in the academic program to real-

world problems.
2. Evaluate different solutions based on economic and technical feasibility
3. Effectively plan a project and confidently perform all aspects of project management
4. Demonstrate effective written and oral communication skills

Guidelines:

The department will appoint a project coordinator who will coordinate the following:
Collection of project topics/descriptions from faculty members (Problems can also be invited from the industries)

> Grouping of students (max 3 in a group)

> Allotment of project guides

> The aim of project work is to develop solutions to realistic problems applying the knowledge and skills Obtained
in different courses, new technologies and current industry practices.
This requires students to understand current problems in their domain and methodologies to solve these problems.
To get awareness on current problems and solution techniques, the first 4 weeks will be spent on special lectures by
faculty members, research scholars, post graduate students of the department and invited lectures by engineers from
industries and R&D institutions.
After completion of these seminars each group has to formalize the project proposal based on their own ideas or as
suggested by the project guide. Seminar schedule will be prepared by the coordinator for all the students from the
5th week to the last week of the semester which should be strictly adhered to.

Each group will be required to:

1. Submit a one-page synopsis before the seminar for display on notice board.

2. Give a 30 minutes’ presentation followed by 10 minutes’ discussion.

3. Submit a technical write-up on the talk.

At least two teachers will be associated with the Project Seminar to evaluate students for the award of sessional
marks which will be on the basis of performance in all the 3 items stated above.




The seminar presentation should include the following components of the project:
> Problem definition and specification
> Literature survey
> Broad knowledge of available techniques to solve a particular problem.
> Planning of the work, preparation of bar (activity)charts
> Presentation- oral and written

All projects will be monitored at least twice in a semester through student presentation for the award of sessional
marks. Sessional marks are awarded by a monitoring committee comprising of faculty members as well as by the
supervisor.

The first review of projects for 25 marks can be conducted after completion of nine weeks.

The second review for another 25 marks can be conducted after 12 weeks of instruction. Common norms will be
established for the final documentation of the project report by the respective departments.

The students are required to submit draft copies of their project report within one week after completion of
instruction.

Note: Three periods of contact load will be assigned to each project guide




LIET(A), B.E.(CSE) AICTE Model Curriculum with effect from Academic Year 2024-25

Course Code Course Title Core/Elective
U21CS8P1 Technical Seminar-2 Core
o Contact Hours per Week )
Prerequisite CIE SEE Credits
L T D P
- - - 4 100 - 2

Course Objectives:
The objectives of this course are:

1.
2.
3.

4.
5

Prepare and present a topic on engineering/ technology, for a duration of about 8 to 10 minutes.

Gain confidence in facing the placement interviews.

Enrich the communication skills of the student and presentations of technical topics of interest, this course are
introduced.

Use various teaching aids such as overhead projectors, power point presentation and demonstrative models.
Encourage and motivate the students to read and collect recent and reliable information about their area of interest
confined to the relevant discipline, from technical publications.

Course Outcomes
At the end of this course, students will be able to

1. Develop the habit of referring the journals for literature review
2. Understand the gist of the research paper.

. ldentify the potential for further scope.

4. Present the work in an efficient manner

Write the documentation in standard format

Guidelines:

Seminar topics may be chosen by the students with advice from the faculty members and the student shall read
further relevant articles in the domain. The seminar must be clearly structured and the power point presentation shall
include following aspects:

1. Introduction to the field

2. Literature survey

3. Consolidation of available information
4. Summary and Conclusions

5. References

Each student is required to:

1. Deliver the seminar for a maximum duration of 30 minutes, where the presentation should be for 20minutes in
PowerPoint, followed by Question and Answers session for 10 minutes.

2. Submit the detailed report of the seminar in spiral bound in a précised format as suggested by the Department.
Guidelines for awarding marks

S. No Description Max. Marks
1 Contents and relevance 10
2 Presentation skills 10
3 Preparation of PPT slides 5
4 Questions and answers 5
5 Report in a prescribed format 20




Note:

1. The seminar presentation should be a gist of at least five research papers from Peer-reviewed or UGC recognized
journals.

2. The seminar report should be in the following order: Background of work, literature review, techniques used,
prospective deliverables, and discussion on results, conclusions, critical appraisal and reference.

3. At least two faculty members will be associated with the seminar presentation to evaluate and award marks.

4. Attendance of all the students for weekly seminar presentations is compulsory. If the student fails to secure
minimum attendance as per O.U. rules, the marks awarded in the seminar presentation shall remain void.
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